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Abstract. Suppose two parties, Alice and Bob, hold long character
strings, X and Y , respectively, and they are interested in determining
how similar X and Y are. Moreover, they want to exchange the
strings with cost proportional to their degree of dissimilarity. Such
problems arise, for example, in database and file system synchronization
operations, as well as in DNA sequence comparisons. Since the strings
are long, we are interested in methods that are communication-efficient
and have low overhead in terms of the computations that Alice and Bob
must perform, when the strings are similar enough. In this paper, we
provide simple low-overhead communication-efficient algorithms for such
string reconciliation and edit distance problems. In the general case, we
show how to determine the edit distance k between X and Y using only
O(k2 logn) bits of communication and optimal O(n) time overhead, with
high probability. For specialized cases, such as typical English text or
DNA sequences, where we can make additional well-justified assumptions
about the distribution of the input strings, we show how to achieve
possibly better bounds, such as O(k log2 n) bits of communication.

Keywords: distributed algorithms · randomized algorithms · edit dis-
tance · hash functions · communication complexity · string reconciliation

1 Introduction

A fundamental challenge in distributed computing lies in managing distributed
data across communication networks. A problem arising frequently is that of
checking or maintaining consistency across records in replicated databases,
synchronizing files in peer-to-peer systems, and repairing or updating databases
across the network. Thus, there is a need for efficient distributed protocols for
reconciling character strings, which can, e.g., represent files, Web pages, or DNA
sequences, avoiding the communication overhead of retransmitting the whole
strings. As a concrete scenario, sequencing labs repeatedly generate genomes, and
their clients then download them over the Internet to update genome libraries.
In such scenarios, where clients already hold other genomes of the same species,
which are known to be very similar to the new ones, clients and servers would like
to minimize communication complexities as well as computational overheads.



In some cases, version control systems can keep track of which the differences
are, or both parties can share a common string, so that they can easily exchange
only the needed edits to reconcile the strings. The scenarios we have described,
however, may lack such shared string or edit information, so the parties know
that the differences between their strings are small, but do not know which they
are. Still, they want to find those differences, and reconcile the strings, within a
communication cost that depends only on the amount of differences.

1.1 Problem Statement

Let X = x1x2 . . . xl and Y = y1y2 . . . yn be two strings held by two parties,
Alice and Bob, respectively, where each xi, yj ∈ Σ, for i = 1, 2, . . . , l and j =
1, 2, . . . , n, and Σ is an alphabet whose size may or may not depend on l or n.
In the case where l = n, the Hamming distance, hd(X,Y ), between X and Y
is the number of indices, i, where xi ̸= yi, that is, the number of character
substitutions needed to transform X into Y [11, 27]. A related notion that does
not assume l = n is the edit distance , also known as Levenshtein distance,
L(X,Y ), between X and Y : it is the minimum number character insertions,
deletions, or substitutions needed to transform X into Y (or vice versa).

In this paper, we are interested in distributed string reconciliation algorithms
with optimal (i.e., linear) computational overhead and small communication
complexity for computing the edit distance between the two strings, X and Y ,
that are respectively held by Alice and Bob. This turns out to be equivalent to the
problem of Alice and Bob exchanging their strings X and Y with communication
cost based on their communicating a minimal set of edits between X and Y . We
assume that Alice and Bob can communicate over some channel but they do
not share any other computational resources, such as CPUs or memory. The
communication complexity for a communication protocol for Alice and Bob
is the number of bits that are communicated between them over the course
of their distributed protocol, where we assume initially that neither party has
knowledge of the other party’s string.

In the general distributed edit distance problem, we are interested in
a protocol for Alice and Bob to determine the edit distance, k = L(X,Y ),
between X and Y using a small number of bits of communication (as a function
of k). Alternatively, in specialized string reconciliation problems, we make
additional assumptions regarding X and Y and their edit distance. For example,
we develop efficient distributed protocols for the case where X and Y come from
well-motivated real-world domains, such as English text and DNA sequences,
which support assumptions regarding X and Y that we can exploit. Further, for
practical reasons, in this paper we are interested in simple algorithms that have
low communication complexity and computational overhead for Alice and Bob,
for both the general and specialized versions of the string reconciliation problem.

Our results will hold with high probability (whp), meaning that they occur
with probability 1− 1/nc, for some constant c ≥ 1. W.l.o.g. let us assume l ≤ n.
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1.2 Our Contributions

For the general distributed edit distance problem, we present a simple algorithm
that achieves a communication complexity of O(k2 log n) bits and optimal O(n)
time overhead, where k is the edit distance, with a probability of success over
1 − 1/n. Our method is a communication-efficient adaptation of a dynamic-
programming table “sliding” algorithm of Landau, Myers, and Schmidt [23]
combined with Ukkonen’s technique [36]. We avoid performing full sliding
steps, however, as in these classical algorithms, since such steps would be
communication inefficient. Instead, we perform what we call “fast sliding” steps
by combining rolling hash functions and noisy binary searching.

We also show how to solve string reconciliation in the specialized context, as
described. For such scenarios, we provide an algorithm that uses O(n) time and
a communication complexity of

O(k((dX + dY + log n) log |Σ|+ (log η) log n))

bits, succeeding with probability 1− 1/η, where k is an upper bound on the edit
distance between X and Y known a priori, and dX and dY are the lengths of
the longest repeated substrings in X and Y , which are expected to be small for
real-world applications and are O(log n) on widely used statistical models. Under
such models, the communication complexity is O(k log2 n) bits if |Σ| = O(nc)
and the probability of error is O(1/nc) for any constant c. With O(n log k) time
overhead we obtain the same communication cost, now with k being the actual
edit distance, without need to know it a priori. Our method involves a non-trivial
use of the invertible Bloom lookup table (IBLT) data structure [13,15,18].

2 Related Work

There has been considerable prior work on the general distributed edit distance
problem, but we are not aware of any previous methods that are simple and
communication-efficient while also having low computational overhead. For
example, Orlitsky [28] gives a communication-optimal method that achieves
O(k log n) communication complexity, where k is an upper bound on the edit
distance between two strings of size Θ(n), but requires computational overhead
that is nO(k), i.e., exponential in k. The computational overhead for such
protocols has been subsequently improved [2, 8, 19, 20], but the best methods
still require O(npolylog(n)) overhead and are still fairly complicated. For
instance, Chakraborty, Goldenberg, and Kouckỳ [8] present a protocol with
communication efficiency of O(k2 log n) bits and O(npolylog(n)) overhead by
embedding strings in a Hamming space using random walks and doing their
communication in this Hamming space. Belazzougui and Zhang [3] achieve
a communication complexity of O(k(log2 k + log n)) bits and O(npolylog(n))
overhead assuming k < n1/c for a large constant c, but their method is
quite complex and their bounds have large constant factors. In general, the
previous methods for general distributed edit distance [2, 3, 8, 19, 20] all require
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O(npolylog(n)) overhead, or worse, which in practice is unacceptable for the
long strings that arise in various real-world settings.

For specialized string reconciliation, Agarwal, Chauhan, and Trachtenberg [1]
present distributed methods for reconciling typical real-world strings. Their
method has communication complexity that scales linearly in the edit distance
between the reconciling strings, as is also true for our methods. Their recon-
struction methods are based on using masks and shingling to encode the strings
and enumerating Eulerian paths to perform the reconciliation. As they admit,
however, the number of such paths (and, hence, the computational burden
of such algorithms) can be exponentially large, hence, they do not achieve
low overhead. Like our approach, Kontorovich and Trachtenberg [22] reduce
string reconciliation to the set reconciliation problem, but their approach still
has suboptimal performance. Song and Trachtenberg [33] revisit the approach
using masks and shingles with an improved Eulerian-path reconstruction
method, which they show emprically improves over the prior work by Agarwal,
Chauhan, and Trachtenberg [1], but the asymptotic overhead of their method is
unfortunately still not efficient.

3 A General Algorithm for Edit Distance

In this section, we provide a general communication-efficient distributed algo-
rithm for Alice and Bob to compute the edit distance of their respective strings,
X = x1x2 . . . xl and Y = y1y2 . . . yn, using O(k2 log n) bits of communication
and optimal O(n) time overhead, where k is the edit distance between X and
Y . Note that in this case we can also assume, without loss of generality, that
l is Θ(n) and k <

√
n/ log|Σ| n, since if this is not the case, Alice and Bob

can simply exchange X and Y with each other, with O(n log |Σ|) ⊆ O(k2 log n)
bits of communication, and each can privately compute L(X,Y ): Our algorithm
can start with the O(k2 log n)-bits plan and switch to this second option
right after having communicated O(n log |Σ|) bits. We first recall the classic
sliding algorithm, then present our distributed version using O(k2 log2 n) bits of
communication, and finally show how to reduce it to O(k2 log n).

3.1 The Classic Sliding Algorithm

We first review a classic “sliding” algorithm to compute edit distance by Landau,
Myers, and Schmidt [23], combined with Ukkonen’s technique [36]. Let us
begin describing the classic dynamic programming algorithm for computing edit
distance [39]. Let L(i, j) denote the edit distance for the prefixes Xi = x1x2 . . . xi

of X and Yj = y1y2 . . . yj of Y . Then, we have the boundary cases L(i, 0) = i
and L(0, j) = j, and, in general, the recurrence:

L(i, j) = min


L(i− 1, j) + 1 (deletion)
L(i, j − 1) + 1 (insertion)
L(i− 1, j − 1) + δ(xi, yj),
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where δ(xi, yj) = 0 if xi = yj (match) and δ(xi, yj) = 1 if xi ̸= yj (substitution).
This set of equations defines an l×n matrix, L, where L(l, n) is the edit distance
between X and Y , and the sequence of values that lead to this value can
be viewed as a path that starts at L(0, 0) and follows horizontally rightward,
vertically downward, or down-right diagonal edges between adjacent cells. If
L(l, n) ≤ k, this path will be restricted to fall between the j = i − k and
j = i+ k diagonals of L(i, j) entries [37], which we call the central band of L.

As noted by Landau et al. [23], most of the edges in the central band of L
go between cells that have the same values and only O(k2) of these go between
cells whose values differ, and these differ by 1. The key idea in their algorithm
is to use suffix trees [24,40] to quickly “slide” along diagonal paths where values
in L are not changing.

For a diagonal, d, and row, i, let Slide(d, i) denote the furthest row, ρ ≥ i,
that can be reached from row i on diagonal d with edit cost 0. That is,

Slide(d, i) = max{ρ | i ≤ ρ ≤ min{l, n− d}
and xi+1 . . . xρ = yi+d+1 . . . yρ+d}.

Note that Slide(d, i) does not compare xi and yi. Also, note that Slide(0, 0) is
the length of the longest common prefix of X and Y . Further, if xi+1 ̸= yi+d+1,
then Slide(d, i) = i, since the matching substrings of X and Y in the definition
of Slide(d, i) in this case are empty.

In addition, define Mh(d) to be the maximum row index of an entry on
diagonal d that has value h, and define the h-wave to be the set

Mh = {Mh(−h),Mh(−h+ 1), . . . ,Mh(h− 1),Mh(h)}.

To handle boundary cases, we set Mh(d) = ∞ if Mh(d) does not actually exist.
At a high level, the algorithm computes the h-waves, for h = 0, 1, 2, . . ., until

a wave h′ is computed for which Mh′
(n − l) = l, in which case the algorithm

outputs h′ as the edit distance. The “inner loop” formula for computing the
h-wave from the (h− 1)-wave, for h > 0, is the following [23]:

Mh(d) = Slide(d, imax(d, h)),

where

imax(d, h) = max


Mh−1(d+ 1) + 1 if d < h− 1

Mh−1(d) + 1 if −h < d < h

Mh−1(d− 1) if d > −h+ 1.

Since there are only O(k) entries from the matrix L in each h-wave that we
need to consider and only k h-waves that we need to consider, this implies that
we just need to perform O(k2) slide computations to determine the edit distance.

A problem is that we do not know k in advance. This is solved by Ukkonen [36]
as follows: we first compute the 0-wave, for which we need only the diagonal 0;
we then compute the 1-wave, for which we need only the diagonals −1, 0, and
1. In general, we need only the diagonals −h to h to compute the h-wave. We
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will then compute O(k2) entries Mh(d) in order to find the edit distance k = h′.
By computing each entry in O(1) time using the suffix trees of X and Y , it is
possible to compute the edit distance in time O(k2).

3.2 Our Fast-Sliding Algorithm

Our algorithm, which we call the “fast-sliding algorithm,” is a communication-
efficient adaptation of the sliding algorithm; see also, e.g., [8]. In the distributed
setting, we cannot afford to use suffix trees as done by Landau et al., as
exchanging them would be too costly. Our method instead uses a Karp–Rabin
rolling hash function, rh (see Appendix B). In particular, to compute Slide(d, i),
in the general case, we need to find the maximum index, ρ, such that

xi+1 . . . xρ = yi+d+1 . . . yρ+d.

We do this by a doubling-binary search [4] starting from the index i + 1 in X
and index i + d + 1 in Y , where we communicate and compare rh(xi+1 . . . xt)
and rh(yi+d+1 . . . yt+d), for t > i+ 1.

We choose the parameters for rh in this case so that the hash values
have at least 3 log n bits, so that with probability at least 1 − n−3 each test
during a doubling-binary search will successfully determine whether xi+1 . . . xt =
yi+d+1 . . . yt+d just by comparing the respective rolling-hash values. Since each
doubling-binary search requires O(log n) such tests, this implies that the entire
algorithm has a communication complexity of O(k2 log2 n) bits and succeeds
whp, by a union bound.

3.3 Improving the Communication Complexity

We can improve the communication complexity or our fast-sliding algorithm
by replacing the doubling-binary search with a communication-efficient “noisy”
doubling-binary search, similar to a technique used by Viola [38]. In particular,
we expand rh to have 24 log n bits, but rather than using all 24 log n bits of the
rh function with each test in our doubling-binary search, we instead divide these
bits into groups of 4 bits each and just use the corresponding sets of bits in each
comparison of a doubling-binary search. That is, for the first comparison in such
a doubling-binary search, we use the first 4 bits, in the second we use the second
4 bits, and so on, so each comparison succeeds with probability at least 15/16
and the result of each comparison is independent of any other. The resulting
version may require some backtracking, but uses only 6 log n tests to obtain a
success probability of 1−n−3, see, e.g., [12,14,16]. Thus, we have the following.

Theorem 1. Let X and Y be strings of length l and n, respectively, with l ≤ n,
from a finite alphabet, stored with separate parties. Then we can compute the edit
distance k between X and Y with an overhead of O(n) computational operations
for the two parties and a communication complexity of O(k2 log n) bits whp.

Note that Alice and Bob not only discover the edit distance; they can
reconstruct the path in their matrix L that leads to such distance. This allows
each party reconstruct the other string, with O(n) additional time and space [25].
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4 A Specialized Algorithm based on IBLT Chunking

In many applications, the strings stored by Alice and Bob come from input
distributions that follow widely accepted statistical models [10, 32], as is the
case of DNA and English text. Those models imply that all strings over some
short length are unique whp.3 In such cases, and if we know a priori an upper
bound k on the edit distance, we are able to possibly improve the communication
complexity of the fast-sliding algorithm of the previous section, to O(k log2 n)
bits. Concretely, we devise an efficient string reconciliation algorithm that is
based on content-defined chunking [9, 41]. We refer to this as our IBLT-
chunking algorithm, since it also uses an invertible Bloom lookup table
(IBLT) [18]. This data structure is also used by Eppstein et al. [15] to efficiently
compute Hamming distance, but our usage is different. We first give some
background on IBLTs and then describe our algorithm.

4.1 Invertible Bloom Lookup Table (IBLT)

IBLT [13,18] is a space-efficient probabilistic data structure, based on Bloom
filters, that supports various operations implemented by the XOR primitive. It
can be used to solve the set reconciliation problem [15], which is the task of
synchronizing two sets stored at two nodes across a communication link. IBLTs
allow the parties to efficiently identify the items that are unique to each set so
that both parties can update their local copies and obtain the other set as well.
The main step in this process is to compute a set difference, finding the set of
elements that one party possesses but the other does not.

Suppose we are given a set S = {s1, s2, . . . , sn}, which we want to store
probabilistically in an IBLT table, T , with m cells. We assume that we have an
encoding function , encode, which encodes each element, si, into an associated
unique key, ei. We also have λ hash functions that map any key to λ distinct
locations, and we let HashToIndices(ei, λ,m) denote the set of λ locations
determined by these hash functions for the key ei. Each IBLT cell, T [j], stores a
(keysum, hashsum) pair such that keysum contains the bitwise-XOR (denoted
⊕) of all encoded keys ei that are mapped to T [j] by one of T ’s hash functions;
hashsum contains the XOR of all fingerprints or hashes H(ei), where H(ei) is a
b-bit secondary hash of ei, such as a checksum, or cryptographic hash, used to
verify or detect errors in the decoding process.

The IBLT supports both insertion and deletion of elements using XOR
operations. Inserting an element corresponds to XOR-ing its encoded value
into the table (at the λ locations), while deleting it corresponds to the same
operations. To encode an entire set, S, we simply insert each of its elements.

For a set reconciliation protocol, Alice and Bob build respective tables, TA

and TB , by inserting all the elements of their sets, X and Y , respectively, into
3 Note that this is not the case in some applications, for example those where repetitive

sequences are handled [26].
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Algorithm 1 IBLT Subtract (T = TA ⊕ TB)
1: for i = 0 to m− 1 do
2: T [i].keysum← TA[i].keysum⊕ TB [i].keysum
3: T [i].hashsum← TA[i].hashsum⊕ TB [i].hashsum

Algorithm 2 IBLT Decode T

1: while ∃ i, s.t. H(T [i].keysum) = T [i].hashsum do
2: s← decode(T [i].keysum)
3: Output s
4: delete(T, s)
5: for i = 0 to m− 1 do
6: if T [j].keysum ̸= 0 OR T [j].hashsum ̸= 0 then
7: return FAIL
8: return SUCCESS

initially zeroed IBLTs of the same size using the same hash functions, and
exchange the tables. From these two IBLTs, TA and TB , both Alice and Bob
can compute an IBLT representing the symmetric difference between X and
Y . This simple method is shown in Algorithm 1. The fact that this algorithm
computes an IBLT representation of the symmetric difference of X and Y follows
immediately from the fact that x⊕ x = 0 for any value x.

Listing Set Entries If an IBLT is not “too” full, we can list out its entries.
The listing of entries or decoding is a destructive O(m)-time procedure that
recovers all keys in the IBLT or reports that the IBLT is too full to achieve this
successfully. Say that a cell T [i] is pure if

H(T [i].keysum) = T [i].hashsum,

which clearly holds for a cell holding exactly one key but could admittedly also
hold if there is a checksum collision. Note that if a cell is pure, we can recover its
key by extracting the value from T [i].keysum and then deleting the element from
the table, which is also referred to as peeling they key from the corresponding
λ hashed cells. This may make other cells pure, which can eventually allow us
to recover all the values stored in the IBLT. Algorithm 2 shows this process.

The following results are proved in Appendix A.

Lemma 1. The probability that a cell containing t ≥ 2 keys produces a false
positive on the purity test is 2−b.

Corollary 1. In an IBLT of m cells, the probability that the purity test yields
a false positive for any cell is at most m2−b.

In our setting, we want to recover a symmetric difference of size at most d with
high probability, even if d is a constant. We use an IBLT of size m = c ·d log n for
a c ≥ 1, and λ being Θ(log n), so that by an analysis similar to that of Goodrich,
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Kitagawa, and Mitzenmacher [17], when the current number of elements in the
IBLT is at most d, we can successfully list all entries of T whp:

Theorem 2. Let T be an IBLT with m = cd log n cells and λ = (c/2) log n hash
functions, for c ≥ 4. If T stores at most d elements, then it can be successfully
decoded by the peeling algorithm with probability at least 1− 1/nc/2−1.

To sum up, suppose two sets, X and Y , of size O(n), are held by Alice
and Bob respectively, which are assumed to differ by at most d elements. Each
party independently constructs an IBLT, TA and TB of m = O(d log n) cells,
and inserts all elements into the table. Even if either TA and TB is too full to
decode individually, there will be pure cells in TA⊕TB , i.e., containing only one
key. That is, with properly chosen parameters, Alice and Bob can reconcile their
sets whp, in O(n) time and O(dβ log n) bits of communication, where β > 0 is
the size of the keys, by exchanging their tables TA and TB and performing the
decoding algorithm on TA ⊕ TB .

4.2 Our Algorithm

Content-defined chunking (CDC) [9, 41] divides a string, X = x1x2 . . . xn,
into a set, C, of contiguous substrings, called chunks, X1, X2, . . ., Xr, so
that X = X1||X2|| · · · ||Xr, where || denotes concatenation. This is achieved
by defining a minimum-size parameter, s, and a windowed rolling hash function,
h, with a window size w, and subdividing the string, X, by a simple algorithm
that computes h for each substring of X of length w, starting from the beginning
of X. At each position where h(xi . . . xi+w−1) = 0, if the length of the current
substring being processed is at least s, then we cut X at the index i+ w − 1 to
form the next chunk.

In the edit distance algorithm of this section, we desire that the chunks in C
are unique and not too long, which we can characterize in terms of a parameter
dX : the length of the longest repeated string in X. Note that dX is computed in
linear time using suffix trees. The following observation should be obvious.

Lemma 2. Let C = {X1, X2, . . . , Xr} be a set of chunks for the string X =
X1||X2|| · · · ||Xr. If |Xi| > dX for i = 1, 2, . . . , r, then each chunk in C is unique.

Szpankowski [34] analyzes the value of dX for strings X that can be modeled
as pseudo-random sequences, such as those determined by Bernoulli or Markov
processes, and shows that in such cases dX is O(log |X|) whp. Note that dX is
always at least log|Σ| |X|. Appendix C discusses practical values.

Before running the string reconciliation protocol, Alice and Bob first compute
and exchange dX and dY , so that both use the same minimum chunk size, s =
max{dX , dY } + 1, and the same CDC window size, w = s, for their respective
chunking processes. We also choose a confidence bound, 0 < η ≤ nc, for some
constant c ≥ 1, where we desire our protocol to succeed with probability at least
1− 1/η (i.e., whp).
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Lemma 3. With high probability, the maximum chunk size in C(X) (resp.,
C(Y )) is O(s+ log |X|) (resp., O(s+ log |Y |)).

Proof: W.l.o.g., let us focus on Alice’s set of chunks, C(X). By definition, every
substring of X with length at least s is guaranteed to be unique. Suppose that
the uniformly random rolling hash function h outputs b bits. The probability
of a cut at any window w is p = Pr[h(xi . . . xi+w−1) = 0] = 1/2b. Suppose a
chunk of length l > w starts at position i. Then, this implies that every chunk
window of size w with starting positions in range [i, i + l − w] did not produce
a cut. There are t = l − w + 1 distinct windows. The probability no cut occurs
in t distinct consecutive windows is (1 − p)t ≤ e−pt. Let t = (c/p) log |X| for a
constant c ≥ 2, then Pr[l > w + t] ≤ e−pt = e−c log |X| = 1/|X|c. By a union
bound over all |X| possible starting positions, the probability any chunk exceeds
w + t is at most 1/|X|c−1. Since w = s and t = O(log |X|) for constant hash
output size b (which makes p constant), with high success probability, at least
1− 1/|X|c−1 where c ≥ 2, the maximum chunk size is O(s+ log |X|).

Let us further assume that we have an upper-bound estimate, k ≥ 1, for
the edit distance between the strings, X and Y , held respectively by Alice and
Bob (we later lift this assumption). Then we create an IBLT of appropriate size
to allow listing its elements with probability at least 1 − 1/η, for our desired
confidence parameter, 0 < η ≤ nc, if there are most k elements, i.e., an IBLT of
O(k log η) cells, with each cell storing a keysum and hashsum of Θ(log n) bits.
Alice then stores a suitably defined set, S(X), in her IBLT of this chosen size
such that, given a string, X, and a set of chunks, C(X) = {X1, X2, . . . , Xr},
for X, where X = X1||X2|| · · · ||Xr, her IBLT is defined with respect to the set
S(X) defined for her chunks. In particular, she encodes X = x1x2 . . . xn as a set
of pairs of checksum hashes of consecutive chunks,

S(X) = {H(Xi)||H(Xi+1) | Xi ∈ C(X), i = 1, . . . , r − 1},

where H(X ′) is a checksum hash with Θ(log n) bits for the chunk X ′, so that,
whp, all the checksum hashes are unique, given that all the chunks are unique.
Likewise, Bob encodes a similar set of pairs of chunk checksums, S(Y ), and stores
these in a similarly-defined IBLT of the same size. Alice and Bob then exchange
their IBLTs and perform the peeling algorithm to find the set difference.

For each differing chunk pair that either Alice or Bob decodes, they can
determine if it is one of their chunk pairs or a chunk pair from the other party.
Further, after Alice and Bob have respectively decoded the set-difference IBLT
and determined which chunk pairs belong to X and which belong to Y , Alice
and Bob then each send the other their corresponding chunk pairs. That is, for
each chunk-checksum pair, H(Xi)||H(Xi+1), of hers that Alice decodes from
the IBLT as being a part of the symmetric difference, Alice sends Bob the pair
(Xi, Xi+1). Likewise, Bob sends a similar set of chunk pairs to Alice.

Lemma 4. Let k be an upper bound on the edit distance between two strings,
X and Y , each of length Θ(n), defined over an alphabet Σ, and let dX and dY

10



be the length of their longest repeated substring, respectively. Then our IBLT-
chunking algorithm finds the set of O(k) differing chunk pairs between X and
Y with probability at least 1 − 1/η, for a desired confidence bound, 0 < η ≤ nc,
for a constant c ≥ 1, using O(k((dX + dY + log n) log |Σ|+ (log η) log n)) bits of
communication.

Proof: By the above discussion and Lemma 3, each chunk will have size O((dX+
dY + log n) log |Σ|) bits whp and the IBLT needs to have O(k log η) cells of
O(log n) bits each in order to decode with probability at least 1−1/η, assuming
the symmetric difference has size O(k).

To see that this is so note that, since any edit between X and Y will change
at most w + 1 consecutive rolling hashes, and since s = w, those positions span
at most two consecutive chunks, so at most two consecutive chunks can differ
for each edit. Therefore, each edit of a string can change at most O(1) chunks
when doing CDC chunking (i.e., chunking quickly resynchronizes after an edit).
Thus, if k is an upper bound on the edit distance between X and Y , then at
most O(k) chunks are different between C(X) and C(Y ); hence, at most O(k)
chunk-checksum pairs are different between S(X) and S(Y ) whp. Thus, after the
decoding of the IBLT occurs, Alice and Bob each send the other lists of O(k)
chunk pairs, each of at most O((dX + dY + log n) log |Σ|) bits.

In addition, the information exchanged is sufficient for each party to
reconstruct the other party’s string. W.l.o.g., let us focus on Bob, who wishes to
reconstruct X by “linking” all of Alice’s chunk pairs. Also, with probability at
least 1 − 1/η, we can assume all the elements in the symmetric difference were
decoded correctly and that all the chunk checksums are unique. For instance,
the chunks in C(X) (resp., C(Y )) are unique by construction; hence, the chunk-
checksum pairs in S(X) and S(Y ) are also respectively unique whp. Further,
assume for simplicity that Alice always sends Bob her first chunk pair (X1, X2),
so Bob can determine if their first chunk pairs match or not. In either case, he
can determine the first two chunks in C(X). Also, note that Bob has received
from Alice each chunk pair, (Xj , Xj+1), such that H(Xj)||H(Xj+1) is a chunk-
checksum pair in the symmetric difference of S(X) and S(Y ) decoded from
the IBLT. Suppose (Xi−1, Xi) is the last pair of chunks in C(X) that Bob has
discovered; hence, he is interested in discovering the next pair, (Xi, Xi+1).

– Case 1. There is a chunk pair, H(Xi)||H(X ′), in the IBLT symmetric
difference. Since chunks are unique, this implies (Xi, Xi+1) = (Xi, X

′).
Moreover, in this case, Alice has sent Bob the pair, (Xi, X

′); hence, Bob
can determine (Xi, Xi+1).

– Case 2. There is no chunk pair, H(Xi)||H(X ′), in the IBLT symmetric
difference. Then there is a chunk-checksum pair, H(Xi)||H(X ′), that is also
in S(Y ); i.e., (Xi, X

′) = (Yj , Yj+1), for some j > 1. Since chunks are unique,
this implies (Xi, Xi+1) = (Yj , Yj+1); hence, Bob can determine (Xi, Xi+1)
by looking up his chunk, Yj+1, given that he has already determined that
Xi matches Yj .
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Corollary 2. The exchanged information is sufficient for Bob (resp., Alice) to
reconstruct X (resp., Y ) with probability at least 1− 1/η.

Therefore, we have the following result, which yields O(k log2 n)-bit commu-
nication complexity in the discussed models where dX and dY are O(log n).

Theorem 3. Let k be an a-priori-known upper bound on the edit distance
between two strings, X and Y , of length Θ(n), each defined over an alphabet
Σ, held by two separate parties, Alice and Bob, and let dX and dY be the lengths
of their longest common substrings. Then our IBLT-chunking algorithm allows
Alice and Bob to determine the other party’s string in O(n) time using

O(k((dX + dY + log n) log |Σ|+ (log η) log n))

bits of communication with probability at least 1− 1/η.

Once both Alice and Bob have the chunks of both strings, they can compute
their edit distance in O(n+k2) additional time [23]. Thus, when k = O(

√
n) and

dX and dY are O(log n), we can also compute the precise edit distance within
this cost, which may outperform our general fast-sliding algorithm.

To conclude, we note that we can obtain a similar result without knowing an
a priori bound k on the edit distance, by slightly increasing the time overhead.

Corollary 3. The same result of Theorem 3 can be obtained if k is the actual
edit distance between X and Y , a priori unknown, with O(n log k) time overhead.

Proof: Apply Theorem 3 with upper bound k′ = 1, 2, 4, 8, . . . until it succeeds.
With probability at least 1 − 1/η, the try with k ≤ k′ < 2k will succeed, and
each party will obtain the other’s string. The total communication cost is as
in Theorem 3, replacing k by

∑⌈log2 k⌉
j=0 2j = O(k), and the time overhead is

O(n log k) because we process the chunks O(log k) times, once per value of k′.

5 Conclusions

We have introduced simple low-overhead communication efficient algorithms for
string reconciliation between two parties that separately store two strings of
size Θ(n). Our general method, the fast-sliding algorithm, runs with linear time
complexity for the parties and exchange O(k2 log n) bits whp, where k is the
edit distance between both strings. We also gave an IBLT-based method based
on content-defined chunking that also has linear time complexity for the parties
and, for typical real-world strings whose longest repeated substrings are of length
O(log n), exchange O(k log2 n) bits whp.

Directions for future work include exploring efficient low-overhead ways
of performing string reconciliation for compressed strings, particularly in the
scenario of highly repetitive string collections, which do not follow typical
statistical models but can be sharply compressed with dictionary methods. We
will also consider other similarity models beyond edit distance, like allowing
substring reversals and block moves.
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A IBLT Proofs

Proof:(of Lemma 1) Let H be a uniform random hash function that produces
b-bit hash values. Suppose a cell contains t ≥ 2 keys, with keysum = x1 ⊕ x2 ⊕
. . .⊕ xt and hashsum = H(x1)⊕H(x2)⊕ . . .⊕H(xt). Define a random variable
Z = H(keysum)⊕hashsum = H(x1⊕ . . .⊕xt)⊕H(x1)⊕ . . .⊕H(xt). Because H
is uniform and random, H(x1⊕· · ·⊕xt) is independent of H(x1), . . . ,H(xt) and
each value is uniformly distributed over {0, 1}b. Thus, the probability of failure
is 2−b.

Proof:(of Corollary 1) Apply the union bound to the failure probability from
Lemma 1.

Proof:(of Theorem 2) Let Xi be a random variable that is 1 if the i-th element
has no pure cell and is 0 otherwise. Since there are at most d elements in T and
it has m = cd log n cells and λ = (c/2) log n hash functions, at least half the
cells in the IBLT are empty. Thus, any one of the λ hash functions will map an
element to what would otherwise be an empty cell with probability at least 1/2.
Since the λ hash functions are independent, this implies that

Pr(Xi = 1) ≤ 1

2λ
=

1

nc/2
.

Thus, by a union bound, the probability that every element in T has a pure cell
is at least 1− 1/nc/2−1.

B Hash Functions

In this paper, we assume that hash functions are pseudo-random and can be
considered as random functions for the sake of analysis. One particular type of
hash function we use is a rolling hash function , which can be computed for
substrings of a string, X = x1x2 . . . xl. In particular, the well-known Rabin-Karp
string pattern matching algorithm [21] uses the following rolling hash function,
for hashing the substring, xixi+1 . . . xj , in which we view each xi as an integer:

rh(xixi+1 . . . xj) = xib
j−i + xi+1b

j−i−1 + · · ·+ xjb
0.

Here, all arithmetic is done on a suitably chosen finite field (e.g., modulo some
prime p) and b is a randomly chosen generator for that field. We also use this
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rolling hash function, but rather than using it only for fixed-length substrings, as
in the Rabin-Karp algorithm, we use it in some cases for fixed-length substrings
and other times for arbitrarily long substrings. One useful property of this rolling
hash function is that we can compute the rolling hash for every prefix of a length-l
string, X, in O(l) time using the following inductive formula for each prefix:

rh(x1x2 . . . xi) = rh(x1x2 . . . xi−1)b+ xi.

Then, if we store these hash values for every prefix of X, we can compute the
value of rh(xixi+1 . . . xj) for any substring, xixi+1 . . . xj , in constant time as
follows:

rh(xixi+1 . . . xj) = rh(x1x2 . . . xj)− rh(x1x2 . . . xi−1)b
j−i+1.

Alternatively, if we are interested in computing rolling hash values of substrings
that have a fixed-length, r, then we can use the following formula to compute
the next hash value from the previous one in constant time, assuming we have
stored the value of br:

rh(xixi+1 . . . xi+r−1) = rh(xi−1xi . . . xi+r−2)b+ xi+r−1 − xi−1b
r.

C Lengths of Unique q-grams in Practice

In practice, many studies involving DNA strings select q in the range of 20-40
base pairs to achieve q-grams (aka q-mers) that are mostly unique [29]. This
range balances the high probability of representing unique genomic sequences
while reducing potential sequencing errors [30]. For example, q = 32 captures
85.7% of unique sequences in the human genome [31], q = 25 suffices for
majority of q-mers to be unique in mammalian genomes, many of which are
already unique for 19-mers [42], and q = 21 distinguishes many eukaryote,
bacteria, and archea species [7]. For natural language, there is no formal source
guaranteeing an exact number of words or characters needed for uniqueness.
However, analyses of large corpora [5, 6] show that 5-grams are sufficient for
most such sequences of words to be unique, supporting the use of 4-6 word
sequences in practical NLP applications. For example, the Indiana University
test for word-for-word plagiarism is a matching sequence of seven or more words
between two documents [35]. In both applications, the choice of q-gram length
is related to the depth, d(TX), in practice.
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