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Talk Outline

Background

S e curi t y  de f i ni t i ons  

A nal y s i s  of  t h e  t w o m os t  w i de l y - us e d 
P R N G s  ( A N S I  X 9 . 1 7  and F I P S  1 8 6 )

O t h e r s e curi t y  cons i de rat i ons
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Background (1)

Cryptographic PRNGs are required for 
v irtual l y ev ery cryptographic 
appl ication .

T here ex ist prov ab l y-secure PRNGs
un der n um b er-theoretic assum ption s 
[ B M 8 4 , B B S 8 6 , G0 0 ] .

� Not the most popular ones: efficiency is 
an issue.
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Background (2)

Most popular PRNGs use b loc k  c i ph ers
or h ash  f un c ti on s as th e un d erly i n g  
pri m i ti v e

S tan d ard i z ed  PRNGs

� The A N S I  X 9 . 1 7 P R N G

� The F I P S  1 8 6 P R N G  

Ther e ha v e b een  n o  s ec u r i t y  p r o o f s  ( u n d er  
a n y  r ea s o n a b l e a s s u m p t i o n )  t ha t  t hes e 
P R N G s  a r e s ec u r e.
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Related Work

There is extensive literature on the theory of 
P R N G s [ Y 8 2 , B M 8 4 , B B S 8 6 , H I L L 8 9 ] .

R esults on b loc k - c ip her- b ased  P R N G s foc us on 
p rovab ly- sec ure d esig n [ A R V 9 9 ]  and  g eneric  
forw ard  sec urity tec hniq ues [ B Y 0 1 , A B 0 0 ] .

P revious analyses [ K S W H 9 8 , G 9 8 , B 0 1 ]  
id entified  w eak nesses b ut w ere m ostly ad - hoc .
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Our Contributions

Analysis f r am e w o r k m o r e  su it ab le  f o r  
P R N G s as u se d  in p r ac t ic e

Analysis o f  t h e  AN S I  X 9 . 1 7  and  F I P S  
1 8 6  P R N G s
� F o r m aliz e  assu m p t io ns o n p r im it iv e s
� S u g g e st  g u id e line s o n se c u r e  u sag e
� I d e nt if y im p r o v e m e nt s
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PRNGs in cryptography

A PRNG                     is a pair of stateful 
alg orith m s

next 
s ta tec u r r ent s ta te

o u tp u ti ni ti a l  s ta te

s ec u r i ty  p a r a m

GK

GE = ( K , G)

:current state next state output→ ×G
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PRNGs as used in practice

PRNGs are extended so     takes additional inputs

:key current state auxiliary input next state output× × → ×G

next 
s ta tec u r r ent s ta te

k ey

o u tp u t

a u xi l i a r y  i np u t

i ni ti a l  s ta te

k ey

s ec u r i ty  p a r a m

GK

G
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PRNGs: Theory vs. Practice

� Take “auxiliary inputs” 
( e. g .  tim estam ps)

� M ay leak o ut c urrent state 
o v er tim e

� A re b ased  o n sec ret- key o r 
keyless prim itiv es

S tates are assum ed  
h id d en at all tim es

PRNGs used in 
p r a c t ic e

PRNGs used in 
c r y p t o g r a p h y
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OutputsI n puts

Towards a security definition (1)

Security goal � �� � 
 �� 
 � � �� 
 � �� �

�� � �� � �� �� 
� � �� � �� �� � � �

� � 
 �� � � � �� � � � � � � �� �� �� �

A ttack er C ap ab ilities

� !"  ! #$ %&

'( ) ( $ * ! % $ '

+ * ) , %&

-( .  ( )/ (

01 2 345 6 4 7

89: ;< =>? @A => B C

>? 8? @A => B C

DEGF H IJ K
LMN

OPQ

RS TUV W
next 
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o u tp u t

a u xi l i a r y  i np u t
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Security of PRNGs (1)

A w i n s  i f  d = b

A
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Chosen Input Attack (CIA)
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Security of PRNGs (2)

A w i n s  i f  d = b

A
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Chosen State Attack (CSA)
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Security of PRNGs (3)

A w i n s  i f  d = b

A

“ g i v e  m e  o u t p u t ,  p l e a s e ”
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Known Key Attack (KKA)
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The ANSI X9.17 PRNG

F �
F �F �

c u r r e n t  s t a t e

t i m e - s t a m p

o u t p u t

n e x t  s t a t e

F � i s  a  b l o c k  c i p h e r  

( D E S  i n  t h e  s p e c )  
u n d e r  k e y  K
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ANSI PRNG: Security results (1)

Insecure under any attack if key is 
kno w n.

Insecure under an attack w h ere b o th  
th e inp ut and current state m ay b e 
ch o sen.
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ANSI PRNG: Security results (2)

Theorem: L et        b e t he A N S I  X 9 . 1 7  P R N G  b a s ed  on

a  f u n c t i on  f a mi l y    .  Then

ANSI PRNG is secure under C h o sen Inp ut  
At t a ck a nd C h o sen St a t e At t a ck a ssum ing  t h e 
underl y ing  b l o ck  cip h er is a  p seudo ra ndo m  
p erm ut a t io n ( PRP) .
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where    is the number of   - bit outp ut bl oc k s.m n
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ANSI PRNG: Remarks

Throughput can be d oubl ed by  
outputti ng i nterm ed i ate s tates as  part 
of  P R N G  output

� Secrecy of intermediate states is 
u nnecessary

� I ntermediate states are p seu dorandom

“ G ood ”  rand om nes s i s  better us ed  on 
k ey ( rather than on s tate)
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The FIPS 186 PRNG

H �

o u t p u t

c u r r e n t  s t a t e

t i m e - s t a m p

c o u n t e r

n e x t  s t a t e

K i s  k n o w n  a n d  f i x e d  i n  

F I P S  1 8 6  s p e c i f i c a t i o n
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FIPS PRNG: Attacks

Insecure under any attack where state 
i s kno wn.

Insecure under any attack i f  the i np ut 
m ay b e cho sen [ K S W H 9 8 ] .
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FIPS PRNG: Towards an Analysis

We need reasonable assumptions on H

� Collision Resistance?   d oes not su f f ice

� Rand om  O r acle?         ov er k ill

H � ( x )  =  H �( s+ x ) can b e 
seen as secr et- k ey  h ash  
f u nction if  s is secr et

^

� Similar assumptions have been made before 
[ B G R 9 5 , B C K 9 6 a, B C K 9 6 b, A R V 9 9 ] .

� N o k now n attac k s seem to c ontradic t this assumption.  

Assume H � i s a  
P R F  f a mi l y

^
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FIPS PRNG: An alternative view

output

c ur r e n t s ta te

ti m e s ta m p

c oun te r

n e x t s ta te

- ( i n i ti a l  s ta te )

H � � �� �� � � � � � �

Different looking implementation but same
input/ output c h arac teristic s

^
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FIPS PRNG: Security results

FIPS PRNG is secure under K no w n K ey  
A t t a ck a ssum ing  t h e underl y ing  p rim it iv e ( in 
t h e a l t erna t iv e v iew )  is a  PRF.

Theorem: L et        b e t he F I P S  1 8 6  P R N G  b a s ed  on

t he f u n c t i on  f a mi l y     .  Then
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Other Considerations

Most other PRNGs used in practice 
b ear sim il arities w ith the tw o PRNGs 
anal y z ed

Preserv ing  security  ev en under a 
b reak - in ( F orw ard S ecurity )  seem s 
desirab l e…

But n e i th e r  th e  A N S I  n o r  th e  F I P S  P R N G a r e  

f o r w a r d - s e c ur e .
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Conclusions

We propose a f ram ew ork m ore su i t ab l e f or 
P R N G s as u sed  i n  prac t i c e

A N S I  X 9 . 1 7  P R N G

� Secure if either s ta te o r in p uts  a re n o t cho s en

� R a n d o m n es s  is  b etter us ed  in  k ey

� T hro ug hp ut ca n  b e d o ub l ed  b y  o utp uttin g  s ta te

F I P S  1 8 6  P R N G s

� Secure if s ta tes  a re hid d en a n d  in p uts  a re n o t 
cho s en

F or b ot h ,  w e f orm al i z e assu m pt i on s n eed ed  
on  pri m i t i v es.


