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Generate ballot

Authenticate ballot

Process ballot



Voting scheme syntax
• Setup -> private info x, public info y, bulletin board 

BB 

• Vote(choice of candidate c) -> ballot b 

• Auth(b, identifying information id) -> tag t 

• ProcessBallot(BB, b, t) -> updated BB 

• Tally(BB, x) -> result ρ(votes V)



Simple voting scheme
• Setup -> blank private info x, public info candidate 

list, bulletin board BB 

• Vote(choice of candidate c) -> ballot b is c 

• Auth(b, voter's name id) -> tag t is id 

• ProcessBallot(BB, b, t) -> append (c, id) to BB if 
(*,id) does not appear on BB 

• Tally(BB, x) -> most common c on BB





Vote with help

Revote later in private



Ballot processing with 
revoting

• If t is on BB, overwrite (*,t) 

• Otherwise append (c, id) to BB

ProcessBallot(BB, b, t):







Network







Generate ballot

Authenticate ballot

Process ballot



Time stamped ballot 
processing

•  if t is on BB with earlier time stamp, overwrite (*,t) 

•  if t is on BB with later time stamp do nothing; 

•  otherwise append (c, id) to BB

ProcessBallot(BB, b, t):



Network



Conclusions

Time is important in a 
network protocol

Time is hard to 
model


