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[ NIZK for some
m Unlike NIZK for NP, is based of mild

cryptographic protocol

u assumptions (falsifiable assumptions).
[Quadratic Equations] m Recent results have further optimized
ﬂ proofs to O(m) for some linear
equations.

[Groth Sahai proofsJ m Previous work: Optimize GS proofs to

O(m) for other linear equations and
quadratic equations.
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Definition (DDH Assumption as Subset Membership Problem)

Every adversary A has at most negligible probability of wining in the next
experiment:

A

m Pick a + (?) and b+ {0, 1}.

m If b =1, pick & + Span(a) and compute ¥’ + A(a, ).
m If b =0, pick &t «+ G2 and compute ¥/ + A(a, i)
m A wins iff o = b.
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A

ElGamal in G

X G
Let 4 + 1 and r < Zj,.
¢ .= 0 + rlis an encryption of m € Z,
Security:

Decryption: The row vector (1, —uy 1) € Z}IXQ allows to recover .
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Commitment Schemes

A commitment to a value w is a safe-box for w.

Hiding : The safe box “hides” w.
Binding : The value inside the box can not be
changed.
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Commitments in Z,

R G R R
Let (ig «— <i> and 0 < Span(lp), and 7, s < Z,.
N 1 . L .
C:= w 0 + suj + rug 1s a commitment to w € Zq
Hiding:
Binding: The row vector (1,—up ) € Z}IXQ allows to recover .

April, 2015 12 /29
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Groth-Sahai Proofs [GS08]
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perm. matrix

Z pij = 1forallie[n] (3)

i€[n]
Z PijCj — d; = d;uforallic[n) (4)
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Given a solution P,d and CRS o := {{11, s}, compute commitments
f)v,i,j = piyjél + 7’1'7]'\71 + Sm‘\vfg, 61,71' = ;81 + 7«1{{,—1 + S;»\V’Q and compute
proofs for each equations
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Total proof size = |commitments| + |proofs|
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Efficiency of the proofs

What is the cost of n of the previous proofs?

Total proof size = |commitments| + |proofs|
= O(n*)+0(n)+0(n*+ O(n)
——r e~ —— ——
P é (1) (2).(3) and (4)

While the CRS size is |ck| = O(1).
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Proofs of Membership in Linear Sub-spaces of G

Ciphertexts ¢ := Wye; + 0 and d := d»e; + 1 open to the same value

iff there exists some 7 € Z, s.t. ¢ —d = ra.
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Quasi-Adaptive NIZK (QA-NIZK)

Recently (Libert et al EuroCrypt 2013, Jutla and Roy Crypto 2014, Abdalla
et al. and Kiltz and Wee EuroCrypt 2015) it has been shown how to:

Linear Subspaces Constant size proofs of membership in the in linear
subspaces of G"

Ly = {&:3w € Z! st. ¢ = Mw}.
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Recently (Libert et al EuroCrypt 2013, Jutla and Roy Crypto 2014, Abdalla
et al. and Kiltz and Wee EuroCrypt 2015) it has been shown how to:

Linear Subspaces Constant size proofs of membership in the in linear
subspaces of G"
Ly = {&:3w € Z! st. ¢ = Mw}.
Aggregation of GS proofs Prove satisfiability of n one-sided linear
equations using only one GS proof.

S ai =t

1€[myg)
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Recently (Libert et al EuroCrypt 2013, Jutla and Roy Crypto 2014, Abdalla
et al. and Kiltz and Wee EuroCrypt 2015) it has been shown how to:

Linear Subspaces Constant size proofs of membership in the in linear
subspaces of G"

Ly = {&:3w € Z! st. ¢ = Mw}.

Aggregation of GS proofs Prove satisfiability of n one-sided linear
equations using only one GS proof.

S ai =t

1€[myg)
In both cases
|proof| = O(1)
|CRS| = O(n).
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April, 2015



Kernel Assumptions

The security of the constructions for Linear Subspaces can be based on the
next assumption.

Definition (Simultaneos Pairing Assumption)

Any adversary A has at most negligible probability of winning in the next
game:

m Pick a + (Zlq>.
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Kernel Assumptions

The security of the constructions for Linear Subspaces can be based on the
next assumption.

Definition (Simultaneos Pairing Assumption)

Any adversary A has at most negligible probability of winning in the next
game:

m Pick a + (Zlq>.

m Compute % < A(a).

m Awinsiffa’x =0 and x # 0.
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Membership in Linear Subspaces of G

Prove membership in Ly, where M e Gt
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Membership in Linear Subspaces of G

Prove membership in Ly, where M e G™*t. Consider a MSK
2
A« 72M, A A
A:G" — G2

QA-NIZK for Ly, from [LPJY14

m The CRS contains M := AM and &5 := &' A
= Proof for x = Mw is p = Maw.

m Victor checks a' p = aX
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Returning to Shuffles

€1—dr(1)

(€,d) € Leutie iff : € Ly,

én—d(n)
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Returning to Shuffles

&1-dx)
(¢,d) € Lehyfre iff

: € Ly, Consider a MSK A sz(n),
&n—dn(n)

QA-NIZK for Lenystie

The CRS contains M := AM and &5 := &' A and
ba = (Aa 1) -+ AA 7 (n))-

m Proof for (¢,d) st. ¢ —d =

m Victor checks &' p = ég

A

M5 is p := Mad.
Ad.

T«

o
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Returning to Shuffles

m The permutation is fixed!
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Returning to Shuffles

m The permutation is fixed! Include commitment to f)A

m How to prove that commitment f'l, .. ,f‘n to BA was correctly
computed?

m Groth and Lu (AsiaCrypt 2007) basically assumed that fi, ..., f, s.t.
f; —an ; opens to 0 suffices.

m Groth and Lu's construction is the most efficient construction under
mild assumptions with O(n) communication.
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Proving that a commitment opens to a permutation

m Prove that each f; opens to an element from the list
{aa1,...,aa 1%
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Proving that a commitment opens to a permutation

m Prove that each f; opens to an element from the list
{éA,ly . ,éA,n}-*

m Prove that ), f; — >_;aa ; opens to 0.

m Note that 3, f; = 3, ;an ; for £; € Z,.
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Proving that a commitment opens to a permutation

m Prove that each f; opens to an element from the list
{aa1,...,aa 1%

m Prove that ), f; — >_;aa ; opens to 0.
m Note that 3, f; = 3, ;an ; for £; € Z,.
m If there is some ¢; # 1 then ({1 — 1,...,¢, — 1) € Ker(a}).
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GS aggregation and QA-NIZK in asymmetric groups

We construct constant-size QA-NIZK proofs of membership in the
language

. Am L ny X M
LM,N:{(X7Y)E(G x H") : 3w € Z! st (y) :<N> w}.
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GS aggregation and QA-NIZK in asymmetric groups

We construct constant-size QA-NIZK proofs of membership in the
language

R {(ijy) € (G™xH"): 3w € Z! st. <};> = (1\1\/TI> W}.

Which allows us to construct:

m Constant-size proofs that two set set of commitments, even in
different groups, opens to the same value.

m Similar techniques allows to aggregate the proof of n two-sided linear
equations into only two GS proofs.
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Aggregation of Quadratic equations over Z,

We construct constant size QA-NIZK proofs of membership in the
language

Lo, gy = 1€ € G" : b € {0,1}", w € Z] st & = Usb + Usw}.
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Aggregation of Quadratic equations over Z,

We construct constant size QA-NIZK proofs of membership in the
language

Lo, gy = 1€ € G" : b € {0,1}", w € Z] st & = Usb + Usw}.
Equivalently, show satisfiability of
bz(bZ — 1) =0 Vi € [n]

No such construction was known even in Symmetric Groups!
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Higher degree equations

Show satisfiability of [ equations of the form

H(z—ai):()

i€[n]
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Higher degree equations

Show satisfiability of [ equations of the form

H(z—ai):()

i€[n]

Which can be reformulated as

Lia,,..apy = 1€ : Vi € [I] &; opens to a value in {a1,...,a,}}

How to reduce to the satisfiability of quadratic equations?
B [[ic(z—a)) =0 <= (z—a1)(z—a2) =y1, yi(z —a3) = ya,. ..
m O(n) proof for a single equation.

m Proof for [ equations can be aggregated into a single O(n) proof.
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Conclusion

m We reviewed NIZK Shuffle Arguments.
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Conclusion

m We reviewed NIZK Shuffle Arguments.
m We reviewed NIZK proofs of membership in linear subspaces.
m We reviewed aggregation of quadratic equations.

m We showed how to construct efficient NIZK Shuffle Arguments under
mild assumptions.
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