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- Enfranchisement
Authentication

Almost 1/3 of eligible U.S. citizens not registered!
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Voter Registration Application

Before completing this form, review the General, Application, and State specific instructions.

https://www.sos.ca.gov/elections/register-to-vote/app-pdf/english-blank.pdf

==H

Date:

[/

Month Day Year

Are you a citizen of the United States of America? D Yes D No This space for office use only.
Will you be 18 years old on or before election day? D Yes D No
If you checked "No" in response to either of these questions, do not complete form.
(Please see state-specific instructions for rules regarding eligibility to register prior to age 18.)
(Circle one) Last Name First Name Middle Name(s) (Circle one)
1 Mr. Mrs. Miss Ms. JrSrll v
2 Home Address Apt. or Lot # City/Town State Zip Code
Address Where You Get Your Mail If Different From Above City/Town State Zip Code
3
Date of Birth Telephone Number (optional) ID Number - (See Item 6 in the instructions for your state)
4 / / |5 6
Month  Day Year
Choice of Party Race or Ethnic Group
7 (see item 7 in the instructions for your State) 8 (see item 8 in the instructions for your State)
| have reviewed my state’s instructions and | swear/affirm that:
m | am a United States citizen
9 m | meet the eligibility requirements of my state and
subscribe to any oath required.
B The information | have provided is true to the best of my 5 — TP
knowledge under penalty of perjury. If | have provided false ease sign full name (or put mark)
information, | may be fined, imprisoned, or (if not a U.S.
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Please fill out the sections below if they apply to you.

If this application is for a change of name, what was your name before you changed it?

m:;i Last Name First Name Middle Name(s) (Circle one)

A |uiss JrSril v
Ms.

If you were registered before but this is the first time you are registering from the address in Box 2, what was your address where you were registered before?

B Street (or route and box number) Apt. or Lot # City/Town/County State Zip Code

If you live in a rural area but do not have a street number, or if you have no address, please show on the map where you live.
m Write in the names of the crossroads (or streets) nearest to where you live. NORTH +
B Draw an X to show where you live.

B |Jse a dot to show any schools, churches, stores, or other landmarks
near where you live, and write the name of the landmark.

C Example

Route #2

L4 Grocery Store
Woodchuck Road
Public School ® X

If the applicant is unable to sign, who helped the applicant fill out this application? Give name, address and phone number (phone number optional).

D

Mail this application to the address provided for vour State.
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&9 Washington Secretary of State S

Elections & Voting

« > C https://wei.sos.wa.gov/agency/osos/en/Pages/myvote.aspx

O =

. get started

first name

Elections Home = Election Administrators

MyVote

register to vote | my voting information

last name

get started
first name

| |
last name

| |
date of birth

Manth Day Year
(1 [t [=][19%6 ]

continue

-

date of birth

hMonth Cay “ear
Am | registered to vote?

Register o vote.
e 1 (=1 |=| 1996 | =

My candidates and ballot me;
Places to return my ballot.

My elected officials.

continue
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[8F Sound Politics Wash: =

€ - C' [0 www.soundpolitics.com/voterlookup.html

Sound Politics
Washington State Voter Database

This service provides online access to a public release of the Washington State Voter Registration Database (Februarv 29, 2012)

You mav search for voters by countv and street address or by name. Scroll down below the data entrv form for instructions.
County: | All Counties | ¥ | (select one county if searching by address)

‘Search by Address
House Number: (Show entire block? [} S E:ﬂI'Eh b;q_r I"n,:ame

|Preﬁx Street Name Tvpe Postfix |

“ | I I ” Last Name: Fublic

First part of first name: || John

or

Sort by ;|| @ First Name|| ' Address

|Search by Name

‘Last Name: |F'ub|ic |

| Search by Name |

‘First part of first name: |.John |

[Sort by [ @ First Name|| © Address

‘ Search by Name
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/ Sound Politics Wash' =

€ - C' [ usefulwork.com/cgi-bin/wavoterdb.cgi

Sound Politics Washington State Voter Database

|Cou.m:}-' Last Nme”l:'i.rst ‘Middle Name||MF||[Number||Street ”Citj,-' ||Last Voted ||[Birthdate Registered |[PAV Stams”Cong.”Leg.
kI |puBLIc [oENQ M |00 |[MAPLE DR|REDMOND|2011-NOV-08|[1950-Jan-01][1ses FEB 0[P [[a [t [ss |70

Data is from Secretary of State's Voter Registration Database public release of Feb. 29, 2012

If this database is useful to vou, please make a contribution to help us cover our costs:
' Donate

Sound Politics Washington State Voter Database

l||County||Last Name|[First / Middle Name|[MF|[Number||Street City Last Voted |[Birthdate
KI |[puBLIC [[JOHNQ M |[[100 |[MAPLE DR|[REDMOND EDII-ND"»’-'I]E|E|19Q5 -FEB-01][P |

Data is from Secretary of State's Voter Registration Database public release of Feb. 29, 2012

NDF- gender

Number: May include a suffix such as APT to indicate whether the registration record indicates an apartment. Click on the link to see all

1 |[voters registered at that street address.

|
1 LastVoted: The date of the last election in which the voter is credited with voting (or blank if never credited).
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Elections & Voting

) Washington Secretary of State Sami

€ = C' | @ https://wei.sos.wa.gov/agency/osos/en/Pages/myvate.aspx

Contact Us | Connect: _f l[:E

tiéng Viét | Espafiol | B2

Elections Home @ Election Administrators

Myiote

register to vote | my voting information

get started

first name
|.Johr1 |

last name
Public |

date of birth
Meonth Day Year

1 [=][1 [=][1950 [=]

continue

*

-

-

Am | registered to vote?
+ Register to vote.
o Update my address.

My candidates and ballot measures.
Places to return my ballot.

My elected officials.

m
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- — L
/[ Pages - MyVote x s

€ - C @ httpsy//wei.sos.wa.gov/agency/osos/en/Pages/myvote.aspx

&) Washington Secretary of State Su

: : % my voter registration information | | resdente/address
Elections & Voting 100 MAPLE DR

it e | o bt REDMOMD, WA 98052
personal information

PUBLIC, JOHN O mailing address

My-dote 1/01/1950 (same as residential address)

veghiies o vt g g eforion male

o B registration date county information
information . .
mcoma | 02/01/1995 King County Elections

my candidates & ballot

measures e King phone: 208-295-8683
balotorop boves s votng | ($9%2n e reqgistration status King emzil: elections@kingcounty.gov
centers . . . I . ] .
» | s active King website: http://www.kingcounty.gov/elections
elections in whicl VOt active
county

my districts & elected

Sirsme ke caunty ballot delvery method

recinct code . 9
Sren King Postal Mail

residential address
100MAPLEDR | . s "

RepvoND, wa 98052 | [ITE cinct CDdE ,,,,,,,,,
ling add
fmma s resentaiza| 24 S0

| update my add ress

this is

county information

King County Elections

King phone: 206-256-8683

King emai: elections@kingcounty.gov

King website: https/fwwrw kingcounty.gov/elections

ballot delivery methad
Postal Mail

update my address this is not: me
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Elections & Voting

tiéng Viét | Espafiol | B3

Elections Home  Election Administrators

MyVote

regestor 10 vote | my voting information

militaryfoverseas.
m P I

e confirmation

Washington State Identification
Your iInformation must match your Washinglon State driver license or 1D
targ

If you have a comection. make it and continue

first name
JOHN

middie name

last name
PUBLIC

pender
date of birth

1 [=] z| !si;lE

driver licensenD #

security check
For added securily, enter he verMcation code mgden in the image

Don't have required igentification?

1P your do not have a current Washinglon State
driver license or ID card, you may stil

register by mai or in person

Have questions?

1-800-445-4B81
efeclionsFsos wa ge

Securing Digital Democracy M

first name ‘
JOHN

WHAT
~. COULbGo
WRONG

middle name

last name
PUBLIC

gender

=]

date of birth

manth date WEAT

1 [=|[1 [=] 1950 =]

driver license/ID #

what is this?
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ESE=

£ Unique ID: Drivers Li = §

€ =2 C [0 www.highprogram

0% © =

o

Unique 1D

Other tools: Driver's License Cald

Crivers License Ana
Oriver's License Ana

— I

PUBLIIQ502BA

Drivers License Cald
Driver's License Calg
Driver's License Calg
Driver's License Calg
Driver's License Calc
Driver's License Calg
First Name Middle |
Machine Readable
Machine Readable
Soundex Coding
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«

€ B hitps://wel.sos.wa.gov/agency/osos/en/Pages/myvote.aspx

':-'-_._:- Washington Secretary of State 5

Elections & Voting

e L

tiéng Viét | Espafiol | B3

Elections Home  Election Administrators

MyVote

regestor 10 vote | my voting information

militaryfoverseas.
st

e confirmation

personal info
Washington State Identification
Your iInformation must match your Washinglon State driver license or 1D
card

If you have a comection. make it and continue

first name
JOHN

middie name
a

last name
PUBLIC

gender
male_[5]

date of birth
1 =1 =]

driver licensenD #
PUBLUQSIZEA

Ao

security check
For added securily, enter he verMcation code mgden in the image

Type the tes words:

falls grampiys

Don't have required igentification?

1P your do not have a current Washinglon State
driver license or ID card, you may stil

register by mai or in person

Have questions?

1-800-445-4B81
eieclionssos wa gov
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Washington State Identification

Your information must match your Washington State driver license or ID
card.

If you have a correction, make it and continue.

first name
JOHM

middle name
Q

last name
PUBLIC

gender

male El

date of birth

meanth date yEar

1 (=] 1 [=x] 1950 =]

driver license/lD #
PUBLIJQS02BA

what is this?

continue
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Voter Authentication
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BUNDESREPUBLIK DEUTSCHLAND

FEDERAL REPUBLIC OF GERMANY / REPUBLIQUE FEDERALE D'ALLEMAGNE
PERSO NALAUSWEIS

CARD / CARTE D'IDENTITE

Name/Surname/Nom

MUSTERMANN
GEB GRBLER

/Given

ERIKA

938568

Unterschrift der Inlla
Signature of bearer

n/des Inha

bers -
ignature de la titulaire/du titulaire

122000129/

~,.-"“""-L.- PRIMER APELLIDD

F"ANA

ES

""—.:-{g

¥ DEBP

DOCUMENTO NACIONALDE IDENTIDAD

APELLICOA
SEGUMDD APELLDD
APELLICOZ2
FOMBRE

HOMERE

BEXD  MACIOMALIDAD
b ESP

FECHA DE NACIMIENTO
o a5 182

AAAD0000

VALIDO HAETA
or 01 2018

(left) Public domain image from Wikimedia Commons, http://en.wikipedia.org/wiki/File:Mustermann nPA.jpg

(right) Image by DNI Electronico via Wikimedia Commons, http://en.wikipedia.org/wiki/File:Dnielectronico.jpg

Licensed under a Creative Commons Attribution-Share Alike 2.1 Spain license
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mdﬂnmmu

OPFR#‘\TORS LICENSE
s pos 03- 21-19?6

9a End M
12 Rest. ZGOEC

&N

15 8ex M
18 Eyes DIC

LiHcﬂLH NE mﬁ

5 DDoswooozi70n00

{ 17 Wt
j. 19 Hair B
:.".

. —

CFIAMMANN prver

NUMBER Hundanum

T
E-GII'.'I 140

ISSUE DATE
OBM872001

Mawewz

SAMPLE, POLAROID DRIVER
123 ALOHA WAY PL.

HONEILULU HI 958 17

2/125/1983 EJ;P'IM{:JZUW
IF E'rm, s'a;,_cw

ENSE

South Cardliiia brvers LICENSE &
DL#: 123456789

03-14-1972
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SAMPLE, REGULAR LICENSE

110 MAPLE STREET @)
ANYTOWN, SC 292221111

DOB: . 0314-1972

Issued:  02:27-2008

Expires:  03-14-2018

Class: D

Sex: P

Weight: 120
"Height: 5.05 1y 4405102
Restrict: 5 2 e * g
Endorse: None )

‘A_

\;

_ EW YORK STAT

5 num Motor Vehictos

1 l |l"l LT

e NHANCED )
DRIVER LICENSE

ID: 012 345 678 CLASS D

DOCUMENT
SAMPLE, LICENSE

2345 ANYPLACE AVE
ANYTOWN NY 12345

DOB: 06-09-85

SEX:F EYES:BR HT:5-09
E: NONE

h‘ ORCAN DONOR

R: NONE
ISSUED: 09-30-08 EXPIRES: 10-01-16

=
ammo'r’s;y

‘,{/rr/"mﬂ

visitPA.com

JUNICR DRIVER'S LICENS&

no: 99 900 108 Dups: 00

JANE Q SAMPLE
1101 S.Front St
Harrisburg, PA 17104

e Qe

Issued: 11/1/2010 DOB:
Wru 111'1!'2('!"[4 10-'31”99‘

Height: 5'4"

lﬁi"
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Image by Joe Hall (Flickr user joebeone), licensed under a Creative Commons Attribution
license, http://www.flickr.com/photos/joebeone/292549434/
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Manufacturer product sheet from Premiere Elections
http://www.premierelections.com/documents/product sheets/expresspoll 5000.pdf
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VoteriD?

Voter

e Enfranchisement
Authentication
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I-D-UP.COM 4

Www.-i-d-up.com

) Scans+UV Ink+Identical Holo Overlay
] Best falke 1D Online You Can Buy!

Best Fake ID Online

You supply this:

We make you this:

See more close up work of our

templates and printed licenses

(e (

(o

Prices Contact Us

1 Templates and Finished Licenses

Close up proof we produce the best fake id online.

CLICK IMAGES TO ENLARGE

We start with a real license and make the best cloned template with zero
difference to a real license. We then make a clone of the hologram overlay for
our supplier source to produce. We also laser-engrave and perforate images for

those states that have these features.
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Image by Flickr user isafmedia, licensed under a Creative Commons Attribution 2.0 Generic license.
http://www.flickr.com/photos/isafmedia/5007269322/in/photostream/
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Looking Ahead...
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Guarding against Tampering
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Between polling and counting
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http://www.cs.princeton.edu/~appel/voting/SealsOnVotingMachines.pdf
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Tamper-Evident Seals

http://www.cs.princeton.edu/~appel/voting/SealsOnVotingMachines.pdf
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Image from Argonne National Laboratory Vulnerability Assessment Team

http://www.ne.anl.gov/capabilities/vat/seals/index.html
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Results for 244 Seals

Defeat time for 1.4 mins 43 Secs
one person

Cost of $78 $5
tools/supplies

Cost per seal $0.62 $0.09
attacked

Time to devise 2.3 hrs 12 mins

successful attack

(19% use or in consideration for nuclear safequards!)

(left) Image from Argonne National Laboratory Vulnerability Assessment Team, http://www.ne.anl.gov/capabilities/vat/seals/new.html
(data) From Johnston et al., http://www.ne.anl.gov/capabilities/vat/seals/index.html
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g ——— o TECHNICIAN'S INSTRUCTIONS
T o ALL MACHINES

Securty Screw Cap (upper left hand corner) Insert
screw into back of cap. Place numbered cap over
screw . Record number

Nurnbered wire seal (upper nght hand corner) Insert
numbered wire seal. Lock seal and remove excess
wire. Record num ber.

Results cartridge seal - Insert plastic nurrbered
seal. Record number.

AUDIO MACHINES
Tam per evident tape (3 pieces)

1. Left hand side-place a piece of tamper evident
tape from the e-box to the metal shroud horizorally.

http://www.cs.princeton.edu/~appel/voting/SealsOnVotingMachines.pdf
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http://www.cs.princeton.edu/~appel/voting/SealsOnVotingMachines.pdf
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Padlock

http://www.cs.princeton.edu/~appel/voting/SealsOnVotingMachines.pdf
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http://www.cs.princeton.edu/~appel/voting/SealsOnVotingMachines.pdf
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Evaluating a Seal Protocol

M Is the seal going to be in place when the attacker has access?

M Does the seal actually need to be removed to get in?

M Can the attack just remove it temporarily without leaving evidence?

M Can the attack replace it with a new seal without leaving evidence?

M Do election officials properly record seal numbers for each machine?

M Do election officials properly check the seal numbers later?

M Do officials inspect for evidence of tampering?

M If anomalies are detected, are they recorded and reported?

M Is appropriate action taken?
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Field Testing
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TION SYSTEMS

—

i
Pre

Precinct  [A] )"

1 § Rurning

[[] Show Cross
[ Include Writ
Print Zero R . n¢

ELECTION WAS COMDUCTED
[N ACCORDANCE WITH) THE
LAVS OF THE STATE.

esd  GIATLRES  eeni

ELECTION SYSTEMS

Inmert voler card —-”—-
shave green ight -
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| Pre-Election Testing Mode
Election |

September 1, 2006

Viote Center |

3

e pT RN TATRRITRS

Unit 0 Version ‘ 2 Copy‘ Count 0

1

Test Count Reporting Clear Totals

View Ballot Results Transfer Results Set For Election

Create Voter Cards Accumulator

Supervisor Functions

Logic & Accuracy

Te St i N g System Information

AC Online
SN [ System Total 89 No Batt
o Battery
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Parallel
Testing

What if problems are found?
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Patrick Baxter
Clemson University

Ana Maria Quevedo
Miami Dade College

Cynthia Sturton
University of California-Berkeley

Abstract

The voting audit logs produced by electronic voting sys-
tems contain data that could be useful for uncovering
procedural errors and election anomalies, but they are
currently unwieldy and difficult for election officials to
use in post-election audits. In this work, we develop
new methods to analyze these audit logs for the detec-
tion of both procedural errors and system deficiencies.
Our methods can be used to detect votes that were not
included in the final fally, machines that may have ex-

Automated Analysis of Election Audit Logs

Anne Edmundson
Cornell University

Keishla Ortiz
University of Puerto Rico-Arecibo

Samuel Rodriguez

University of Puerto Rico-Mayagiiez

David Wagner
University of California-Berkeley

In the November 2010 U.S. elections, 33% of reg-
istered voters were using Direct Recording Electronic
(DRE) voting machines [22]. Federal standards require
that electronic voting machines generate detailed audit
logs for use during post-election audits. Unfortunately,
while the logs contain large amounts of data, it is not im-
mediately obvious what sort of useful information can be
learned from the data. Furthermore, even simple tallies
are cumbersome, time consuming, and prone to human
error if done manually. For these reasons, election offi-
cials dn not regularly perform countywide post-election

https://www.usenix.org/conference/evtwotel2/automated-analysis-election-audit-logs

of the log data.

morever  loe data contain a trove of information that

Securing Digital Democracy M
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Human Factors
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Tracking Problems
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